CHAPEL-EN-LE-FRITH C OF E VC PRIMARY SCHOOL

COMPUTER DISASTER RECOVERY AND SECURITY PLAN

Misuse of Computers

All staff and pupils are required to comply with the Computer Misuse Act 1990.  A copy of this is available in the School Office.

Particular attention is drawn to Section 1 of the Act which states:

"A person is guilty of an offence if:

a) she/he causes a computer to perform any function with intent to secure access to any program or data held in a computer and
b) the access she/he intends to secure is unauthorised and

c) she/he knows at the time when she/he causes the computer to perform the function that this is the case".

(In other words knowing that they are not authorised to access certain programs or data, and they continue to do so).
All staff and pupils are informed to only use their own id and password at all times.  Any requests for this information are to be refused.

Staff are advised that an offence under the Computer Misuse Act 1990 is a serious issue and anyone convicted of such could be liable to a fine, imprisonment or both.  
Computer Access
Access to confidential data is limited to known individuals via passwords.  Only named authorised school personnel have access to children’s and parents’ data apart from authorised personnel from the LA, Social Services and Education Social Welfare departments.  Computer Access information is attached.  (Appendix 1)
The Data Protection Act allows disclosure of personal information to other bodies such as the Local Education Authority, Connexions etc. Care should be taken when disclosing personal information.  All disclosures are recorded in the ‘Disclosures Book’ which is maintained in the school office.
A copy of the Data Protection Policy is available from the School Office.  The school is registered under the current Data Protection Act.

Data Backups/Antivirus/Security
All data for management purposes, eg FACILITY is backed up regularly by the Admin Team.  Two current copies of all management and finance data are kept in two separate secure locations.  Backups are also contained on CD/DVD.  Recovery would be carried out by the LEA.
The ICT Co-ordinator monitors the automatic backup of students work.  Backups are completed on a regular basis to enable recovery in the event of the loss of data files or system failure.  
The Server together with all management hardware and software is covered by a maintenance contract with Derbyshire County Council IT Services Division.  All software is stored separately in order that it may be re-loaded in the event of equipment/electrical failure, theft, etc.

All computers, printers, equipment etc., are listed on the School Inventory with serial numbers and other relevant information.  These inventories are maintained regularly by an Admin Officer. Curriculum software licences are maintained and kept by the ICT Co-ordinator and Admin software licences are maintained and kept by the Bursar.
Antivirus software is installed on all school laptops and computers for both curriculum and admin machines.  The majority of the computers and laptops are updated automatically through the Server.  The teaching staff are responsible for ensuring that antivirus software is maintained and updated on a regular basis on their school laptops.  Licences are updated as necessary.
All staff are aware of the school’s policies relating to ICT including the Information and Communication Technology Policy, Internet Use and E-mail regulations.
Telephone numbers in the event of failure, theft or other emergency:

Corporate Helpline - 01629 580000 ext 7777

CAYA School Support & Training - 01629 580000 ext 6789
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